
Proceedings of the 2006 ASCUE Conference, www.ascue.org 
June 11-15, 2006, Myrtle Beach, South Carolina 
 

 
189 

Shareware in the Networking World 
 

Gary Rogers 
Associate Professor 

Richard Spiers 
Macon State College 

100 College Station Drive 
Macon, GA  31206 

478-471-2809 
grogers@mail.maconstate.edu 

 
There are many tools that often can be used in a college environment to enhance the learning of 
learners in a fundamental networking class. This paper will briefly explore a few of them.  
 
In classes of this type, protocol analyzer software (also called protocol or network snif-
fers) is frequently used to show the exact data that is traversing a network. To this end, 
there are several tools. There are many of these products that range from freeware to 
more expensive versions such as HP’s Overview product line. Let’s explore a few of 
these products. Due to space limitations, we will actually explore two of these products. 

 

The concept of Network protocol analysis is a process for a device or a program to decode trail-
ers and network protocol headers to interpret the information and data inside the packet encapsu-
lated by the protocol. To manage protocol analysis, packets must be captured at real time for 
later analysis or line speed analysis. Such a device or program is called a Protocol Analyzer. 

In the prototypical network architecture, a stacked approach is used to design communications 
and network protocols. One of the most promoted network architecture reference model is the 
OSI model. This model is an excellent model for showing  this stacked approach. However, real-
istically, the TCP/IP Model is used in everyday transactions. Protocols at one layer should com-
municate with protocols at the same layer. The major purpose of a protocol analyzer is to deci-
pher the protocol at each layer. The protocol information of multiple layers, may be used by the 
protocol analyzer to identify potential issues in the network communication, which is referred to 
as expert analysis. Such a critical service is deployed by many leading protocol analyzer prod-
ucts for advanced network troubleshooting. Protocol analyzers decode various layer packets and 
protocols to re-construct lower level packets, such as, Link IP or TCP level into higher level, 
such as, application level messages for in depth understanding of user activities and network traf-
fic. This approach is used in protocol analyzers when user surveillance and network traffic moni-
toring are the main goals.  

A protocol analyzer can be used for both stealing information off a network or for legitimate 
network management. Maintenance personnel and network operations utilize protocol analyzers 
to conduct forensic analysis of network security breaches, analyze packets, monitor network traf-
fic, troubleshoot network problems and watch network resource utilization. The use of unauthor-
ized protocol analyzers can be remarkably dangerous to a network's security, due to the fact that 
they can be inserted almost anywhere and are virtually impossible to detect, which makes them 
the favorite weapon of choice in a hacker's arsenal.  



Proceedings of the 2006 ASCUE Conference, www.ascue.org 
June 11-15, 2006, Myrtle Beach, South Carolina 
 

 
190 

It should be noted that these products, at least the ones discussed In this paper, are centered 
around their use on Ethernet networks. Ethernet was built around a "shared media approach; 
namely that all machines on a local network share the same cable. This implies that all machines 
are able to "see" all the traffic on the same wire. Ethernet calls this “carrier sensing”. This essen-
tially means that Ethernet has a built-in "filter" allowing it to ignore all traffic that doesn't belong 
to it (it analyzes the MAC addresses as it listens). It does this by ignoring all frames whose MAC 
address doesn't match to its own MAC address. Etherscan Analyzer turns off this filter, setting 
the Ethernet hardware into "promiscuous mode". Thus, Etherscan Analyzer can see all traffic 
passing through Ethernet wire, regardless of what MAC address is contained therein. 

There are numerous protocol analyzers on the market. They fit into two basic types of protocol 
analyzer types: distributed and portable.  

A portable protocol analyzer (or sniffer, as it are sometimes called) is software installed in a PC 
or a stand-alone device. Portable protocol analyzer can do analysis and data capturing in real 
time or play back data for later analysis. The cost of a portable protocol analyzer is ranged from 
a few hundred dollars to tens of thousands dollars depending on the network type; ethernet, giga-
bit ethernet, optical media WAN links etc to monitor, the types of data analysis that are done and 
who the vendor is. Portable protocol analyzers are usually used by engineers to monitor traffic of 
a single domain of LAN or for network troubleshooting at certain point of a network.  

Distributed protocol analyzers have two parts: Consol, a software package installed in the Net-
work Operation Center to centrally monitor all Probes and Monitoring Probe, a device deployed 
at various point of the network. The Distributed protocol analyzers are typically deployed by 
large enterprises to monitor their network from a centralized location such as NOC. The cost of 
deploy the Distributed analyzer is ranged from tens of thousands of dollars to millions of dollars. 
In addition to analysis and packet capturing, a distributed analyzer also uses and retrieves 
RMON and SNMP data for additional network statistical information. More information on this 
issue can be seen via the SNMP Standard at www.ietf.org. 

The first one we will look at is Etherscan. Etherscan was founded in 2000 by a group of 
people interested in network technologies. They had been designing and developing ap-
plication software for more than 3 years, with experience in low-level programming, GUI 
development and network technologies.  
 
Etherscan Analyzer is a protocol and advanced network traffic analyzer. It works on all 
Windows-based operating systems. By using Etherscan, you can analyze and capture all 
packets transmitted in your section of the local network. Etherscan decodes all primary 
protocols, including TCP/IP, Ethernet, TCP/IP utilities, and NetBEUI. It is also able of 
reconstructing TCP/IP sessions. With this property, you can easily see data in their origi-
nal format. For instance, you will be able to read the real text of an email, in addition to 
any attachments.  

Using Etherscan you can freely filter the network traffic. Make use of flexible, powerful filters 
after or during capture to isolate traffic by packet content, error type, protocol, or specific node. 
(Don’t worry; we will show this later on). 

Etherscan Analyzer has expansive capabilities, but is still very easy to use. Even amateurs can 
operate it without problem. All features are easily accessible. 
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Etherscan Analyzer reconstructs TCP/IP sessions. This allows you to observe data in their origi-
nal format. The reconstruction is thoroughly compliant with RFC, the program detects hijack at-
tempts and checks session integrity. It has the ability to save and watch captured session in text, 
html format and binary. As shown in the lower portion of this session view. 

Session View, Tool Bar, and Capture Options 

Capture Options - maximum packets in buffer, number of packet buffer can hold 

Operation - Run continuously when buffer is full, Etherscan Analyzer will overwrite old packets 
in buffer, stop capture after filling buffer, when buffer is full, Etherscan Analyzer will stop cap-
turing packets 
 
DNS which is a system that stores information associated with domain names in a distributed 
database on networks, such as the Internet. The domain name system (Domain Name Server) as-
sociates many types of information with domain names, but most importantly, it provides the IP 
address associated with the domain name. It also lists mail exchange servers accepting e-mail for 
each domain. In providing a worldwide keyword-based redirection service, DNS is an essential 
component of contemporary Internet use.- Enable DNS resolving, when this option is enabled, 
Etherscan Analyzer will resolve IP addresses to domain names. With this option enabled, re-
solved IP addresses will be automatically added to address book. 
 

Menu – File, open, save, save decoded packets, save session, exit, view, packet view, session 
view, update, show left control bar, clear packet list, clear session list 

Auto Scroll – capture, start, stop, enable/disable filter, and filters; edit filter, clear filter 
save filter, load filter, apply filter. 
 
Tools - packet sender, select adapter 
 
Options – help, help topics, about etherscan, links, etherscan web site, support, buy now. 
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Sophisticated Protocol Decoding 

Etherscan Analyzer can decode a large number of protocols, e.g. UDP Ethernet, IP, TCP, and 
various others. When decoding, Etherscan validates the checksum and checks packet integrity 
and other fields of the packet.  Information about packets is shown on the left panel. 
 
Packet View Options and Left Pane  
 
Mark packet; mark current packet, mark all packets, mark all displayed packets, unmark all 
packets, unmark all displayed packets, invert selection, mark unmarked packets and vice versa, 
add to address book, add Source, add source IP address to address book, 
add destination, add destination IP address to address book, delete this packet, delete current 
packet, delete all marked, delete all marked packets, protocol decoder 
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Help in Program Debugging 

Etherscan Analyzer helps in the network software debugging process, view every packet the 
tested program receives or sends and enables the tester to observe program network activity. 
Etherscan largely reduce the amount of time needed to locate any network problem and assists in 
seeing any potential problems before they actually arise. 

Extensive Filtering Mechanism 

Etherscan Analyzer contains one of the best filtering implements on the market. You are 
able to filter packets on software and hardware level for specific words and for specific 
protocol fields. You can effortlessly configure the Analyzer to see only the desired pack-
ets you want. You can also save filters to a disk and upload them again afterwards. 
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Examples of filter operation 
 
IP Filter - Enter IP address you want to filter in Add IP address and press Add button. IP address 
you entered will appear in IP Addresses list. 
 
Port Filter - You can add standard protocol ports from Known ports by double-click in list or by 
pressing <-Add button 
Also you can press enter port number in Custom port field and press Add button to add it. 
 
Word Filter - Add word 
Enter word you want to filter in Add word field and press <-Add button. 
 
Filter Mode 
Select to include or exclude packets that contains words you entered.  
 
Words in packets 
Use AND or OR radio buttons to specify if packets should contain at least one string (OR) or all 
strings from the strings list (AND) 
 
Advanced Filter - Use this filter to filter packets based on their size. 
You can filter for any size packet or with packet size equal to, greater than or less than specified. 
 
Protocol Filter - Use this filter to filter packets based on their type. 
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Spyware detection 

Etherscan Analyzer allows detecting of any activity, which starts from your computer. You are 
able to see all packets instantaneously as they travel on your network. You can easily detect 
spyware programs on your computer.  

 Educational Tool 

Etherscan Analyzer provides a lot of easy-to-use information assists the user in understanding 
network concepts, operation of popular protocols and programs. Analyzer can be an indispensa-
ble tool for every student. 
 
Other Useful Features  
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Address book 

 
 
The ability to choose various adapters 
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The second product we will look at is the freeware product Ethereal. As previously discussed, a 
protocol analyzer is a piece of software capable of capturing and analyzing packets present on a 
connected network.  Packets are units of information a network transmits that consist of a num-
ber of headers and a payload field containing data.  Sometimes it is advantagous to look at these 
packets individually rather than as a whole.  This is accomplished using a protocol analyzer.  In-
stances a user may want to look at individual packets include: gathering statistics about the size, 
type, and number of a certain type of packet, finding the source of errant packets (troubleshoot-
ing), or monitoring suspicious network activity. 
 
As mentioned above, packets consists of a number of headers and some piece of data.  The head-
ers are attached as the packet moves from top of the application layer to the physical layer to be 
sent out over the transmission medium.  Each layer’s header at the sender’s side contains control 
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information used by the same layer at the receiver’s side of the transmission.  Using a protocol 
analyzer we can examine the headers used at each layer.  Information provided in the headers 
can help find the cause of problems in a higher layer.  For example, if a file transfer was a lot 
slower than normal one could turn on a protocol analyzer and look at the packets flowing in and 
out of the network.  If we see a lot of checksum errors at a lower level, we might surmise that 
there is crosstalk or other interference on the line causing a lot of retransmissions.  Now we 
would know to examine the physical network for problems rather than the computer itself.   
 
Positioning to Receive Packets 
To receive and monitor these network packets, the user must first connect to the network in a 
way his host computer will receive the data he wants to monitor.  This sounds simple, but mod-
ern networks attempt to send data directly to a destination computer, not broadcast it to all hosts 
on a network.  This makes packet sniffing more difficult on fully switched networks than on 
networks utilizing hubs.  This is because all traffic sent to a host on a hub is also broadcast to all 
other hosts connected to the hub.  Switches do not do this; they only send data to the destination 
computer.   
 
A malicious user could work their way around this limitation by forcing the switch to send all 
traffic through their host machine using a method called ARP spoofing. This works by conning 
the switch into mapping the legitimate user’s IP address onto the malicious users MAC address.  
All traffic is then forced to the malicious users PC to be logged and monitored before it is for-
warded the legitimate user.  There is little reason a network administrator, or other person desig-
nated to take care of the network, would have to use this method so we will not talk about it fur-
ther. 
 
The ideal position for a protocol analyzer is on the host the user wants to monitor traffic on.  This 
allows direct access and will not slow the rest of the network.  The second best position would be 
a host connected to a backbone switch using a special port that mirrors all traffic the switch sees 
to that specific port (Fig 1).  This method is useful for monitoring the traffic of many hosts on a 
network while minimizing the performance hit to that network.  The last suitable position is con-
nected to the same hub the hosts you wish to monitor are connected to.  In this configuration you 
will only be able to monitor all traffic broadcast on that particular network segment (Fig 2).
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Figure 1: Protocol Analyzer on a Mirroring Port 
 

 
Figure 2: Protocol Analyzer on a Hub 
 
Introduction to Ethereal 
 
Ethereal is an open source protocol analyzer used to perform monitoring, troubleshooting, and 
statistical activities on a network.  Because Ethereal is open source, it differs from other com-
mercial products in a few key ways.  First Ethereal is free, with no trial periods or other limita-
tions regardless of the number of computers you wish to use it on.  Second, because Ethereal is 
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open source, the source code is freely available to anyone.  Users are free to modify this code as 
they see fit with only one limitation: the inability to sell products based on this freely available 
code for profit.  All people who modify, or write new code for Ethereal are encouraged to post 
this code on Ethereal’s site for additional modification and public use.  For example, if someone 
modifies Ethereal support a new protocol, these modification are rolled into the core installation 
files for everyone to use.  The last and I feel most important difference is the tremendous support 
the open source community provides.  This extensive documentation is needed for programmers 
to understand how something works so they can modify it to fit their needs.  The Ethereal com-
munity is located at www.ethereal.com 
 
Theory of Use 
 
Using Ethereal or another protocol analyzer has three main steps.  First you must configure the 
program to use the correct network adapter and specify what type of data you would like to cap-
ture.  The second step is to let the program run and capture data during the period of time you are 
interested in.  The final step is to look at the captured data and performing your troubleshooting, 
analysis or statistical task.  Although these basic steps sound easy enough they each contain more 
granular steps that will determine the effectiveness of your network capture.  I will review these 
specific steps below. 
 
Selecting the network adapter to capture traffic with is usually a straightforward task.  Selecting 
the type and amount of traffic to capture is the more difficult part.  The idea is to capture the traf-
fic that will help you solve a problem the host computer or network is experiencing.  The prob-
lem arises when you do not know where your problem lies, and thus what traffic to capture.  
When this problem arises I would suggest capturing all the packets on the network, or only filter-
ing out things you knew for sure worked correctly.  Other times it will be obvious what to cap-
ture, for instance if you are having problems with DHCP, you might want to capture all packets 
in the DHCP process by using a filter to filter out everything else.  Narrowing you capture in this 
manner makes troubleshooting quicker because you don’t have useless information to sift 
through.   
 
For problems the user can easily reproduce, it is easy to determine when to run the network cap-
ture.  Simply start the capture, reproduce the problem and let it run its course, then stop the cap-
ture and analyze the data for problems.  Using this method narrows the amount of data captured 
to that taken during the duration of the problem.  A problem that is not easily recreated is much 
harder to capture and often requires a longer capture interval.  Unfortunately this often means a 
capture will record a large period of normal operating data for each problem event.  If a user is 
actively watching the data capture this could be minimized by only keeping the most recent X 
packets needed to have a good view of the problem.  However if the problem occurs, and no one 
notices it, the data about the problem will likely get flushed away when new packets arrive. 
 
Once a sufficient amount of data is captured, it is often necessary to perform additional analysis 
to make the data useful for troubleshooting or other tasks.  To perform this analysis, Ethereal 
uses pieces of software they call dissectors.  Essential each packet contains a number of headers 
in addition to the data it is carrying.  Ethereal uses dissectors to dissect these headers and display 
this information to users to help them troubleshoot or perform other network tasks.  Each header 
contains different information depending on what layer it is from but some common fields do 
exist.  These are: source/destination address at that layer, protocol version, header/data size, and 
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usually some checksum information.  Because many headers exist in a single packet, multiple 
dissectors are used and Ethereal identifies the type of packet using the highest layer header type.  
For example Ethereal dissect HTTP, TCP, IP, and Ethernet headers for a HTTP packet while la-
beling that packet using its highest-level header: HTTP.  
 
The dissectors are one of the main focuses of Ethereal’s open source community.  Overtime the 
open source community has grown the list of supported protocols from a small selection well-
known protocol into a list over 750 protocols strong.  Protocol dissectors are not limited to 
Ethernet.  Medium such as ATM, Fiber, Wireless, and Token Ring are also supported.  Protocols 
for a wide variety of purposes are also supported, from FIX (Financial Information eXchange) 
which powers banks and stock brokerages to AIM Chat used by a popular instant messaging 
program. 
 
Captured packets can be further filtered using Ethereal’s display filter which is similar to the 
capture filter.  Both filters support filtering by protocol, port, size, and type (multicast/broadcast 
etc) using a syntax called PCap.  The display filter expands on this syntax to give more advanced 
filtering abilities, usually based on header information.  For example, the capture filter can dis-
tinguish between ARP and IP packets but it can not distinguish IP packets with a bad checksum 
vs. IP packets with a good checksum.  Using information in the header of the packet, the display 
filter could make this distinction and filter out either. 
 
In addition to the advanced filtering abilities, the display filter is also easier to setup and use.  
This is because Ethereal provides an expression builder that helps users select filters without 
having to remember the exact syntax.  To use the example above, instead of users having to re-
member ip.checksum_good == 1, they could enter the expression builder and select the IP 
checksum from a hierarchical list and force Ethereal to filter out any packets with bad check-
sums.  Users can also apply display filters quickly by right clicking on a packet containing in-
formation they would like to use as a filter and selecting “apply as a filter.“  For example to fo-
cus on DNS packets in a capture you could select the DNS packet and apply it as a filter to hide 
all other packet types.   
 
Ethereal Installation 
 
Ethereal installs much like any other Windows program.  All that is required is for the user to go 
to www.ethereal.com, locate the download page and download the Windows Version of Ethe-
real.  Be aware that this is a large download, typically in excess of 24MB.Once the download is 
complete, double-click on the executable and follow the on screen prompts.  You will notice the 
Ethereal also installs a library called Pcap which is what Ethereal uses to capture and perform 
limited filtering on network packets.  Simply keep following the on screen instructions and spec-
ify where you want to icons to display.  It should be noted that without installing Pcap, Ethereal 
will not be able to capture packets. Pcap can also be retrived from many other sites. 
 
Using Ethereal 
 
I will now use Ethereal to capture traffic while I surf the web, download email through a POP3 
account, and log into an FTP website.  This will give a good step by step demonstration of using 
Ethereal to setup a capture, perform a capture, and then perform some analysis like finding POP3 
or FTP passwords. 
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Step 1: Setup the Capture 
 
After Ethereal is opened, click the upper-left button with the caption “List available capture in-
terfaces.”  The next dialog box will show you the network interface name and IP address for your 
computer (Fig 3).  Click on the Prepare button to the right of this to bring up the capture options 
dialog box.  This is the dialog box used to select filenames, sizes, display options, stop-capture 
triggers, and the capture filter.   We are going to filter out ARP packets to save resources and 
make it easier to focus on other packets that are part of this demonstration.  To do this we enter 
“not ARP” in the blank capture filter text box (Fig 4).  Now click Start to display the Capture 
Info dialog box and the normal view of Ethereal. 
 

 
Figure 3: List of Network Adapters 
 

 
Figure 4: Capture Options
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Step 2: Perform Actions to Capture 
 
Now we will perform the actions we want to see the network activity for.  First we will go to the 
Macon State College website located at www.maconstate.edu.   Notice that as you do this, the 
Capture Info dialog box keeps a running tally on the various types of packets used (Fig 5).  Dur-
ing this exercise we will predominantly see TCP packets and UDP packets for HTTP, POP3, 
FTP, and DNS respectively.  Next I will go to ftp://members.cox.net and log into the ftp server 
with the username ethereal.test and the password findme99.  Finally I will open Microsoft out-
look and retrieve the email for ethereal.test using the same password from Cox’s POP3 email 
service.  To stop the capture I click stop on the Capture Info dialog box.  This causes the dialog 
box to disappear and all packets to display in the main Ethereal window. 
 

 
 
Figure 5: Capture Statistics 
 
Step 3: Analyzing the Data 
 
As you look at the list of packet you will notice some are different colors than the rest.  This is 
because Ethereal colors the packet according to their type, or other significant factor such as an 
error or retransmission.  The way packets are colored can be changed using the Coloring Rules 
dialog box accessed by the third button from the top right (Fig 6).  These rules use the same syn-
tax as the display filter.  You should also notice a list of headers displayed in the bottom section 
of Ethereal’s windows.  This list can be expanded using the + sign to display the contents of each 
header for a packet.   
 
Filters are applied using the display filter syntax in the filter toolbar and clicking Apply.  For ex-
ample if we wanted to look at only the DNS traffic for this capture we would enter DNS in the 
filter toolbar and hit enter or click apply.  This hides all other packet types, leaving only the DNS 
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packets which are colored blue by default (Fig 7).  To remove this filter we simply click the 
Clear button and all packets are redisplayed.  You can also apply this same filter by selecting a 
DNS packet, right-clicking the DNS header on the bottom of the screen and selecting “Apply as 
Filter.”  This same method is also used to filter by other header fields including: Ethernet 
source/destination, IP source/destination, ports, flags, and checksums.  You may concatenate fil-
ters using the same context menu by selecting the “and/or” options.  The “Prepare as filter” op-
tion writes the filter syntax but does not automatically apply the filter.   
 

 
Figure 6: Coloring Rules 
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Figure 7: DNS Filter Applied
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More complex display filters are often built using the expression builder.  This tool allows users 
to create very specific filters without having to memorize the display filter syntax Ethereal uses.  
This saves quit a bit of time because the filter syntax is fairly complicated.  Users access the Ex-
pression Builder by clicking the “Expression…” button right next to the filter text box.  When 
the tool opens, a list of protocols is displayed on the right.  To see the filterable settings of each 
protocol you select the + sign.  The TCP protocol has over 60 settings that the user can use to 
filter packets.  To filter IP packets with a valid checksum we would go to the IP protocol list and 
scroll down until we found the ip.checksum_good field.  Once that is selected, we select the == 
operator and select true in the list to the right.  Once we click Ok to close the Expression builder 
we see the ip.checksum_good == 1 with a green background in the filter toolbar (Fig 8). This 
means it is a valid filter so we click “apply” to enable the filter.  Now only packets with a valid 
IP checksum will be displayed.  Clear this filter before you continue.   
 

 
Figure 8: Expression Builder 
 
To retrieve the passwords from the email and FTP account we will use a feature of Ethereal 
called “Follow TCP Stream,” available from any TCP packet the user right-clicks.  This is essen-
tially a filter that limits output to a conversation between two hosts using source/destination ad-
dress and ports.  Then the contents of the packets are concatenated in a window and displayed 
using ASCII text.  Any un-encrypted text, including user names and passwords, are easily read-
able in this format.  To demonstrate this point, filter out everything except POP3 traffic, then 
right-click any packet and select “Follow TCP Stream.”  In the window that opens you will see 
the conversation between your computer and the server.  Near the very top you should see the 
username ethereal.test and the password findme99 (Fig 9).  Now exit out of that stream and 
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change the filter to see all FTP traffic.  As you follow the FTP stream you can also see the user-
name and password near the beginning (Fig 10).   
 

 
Figure 9: Cox Email Stream & Password 
 

 
Figure 10: Cox FTP Stream and Password 
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Figure 11: Resulting Filter of Following a Stream 
 
Summary 
 
A network protocol analyzer (or sniffer) is a tool that allows users to monitor and troubleshoot 
traffic on their network.  This is accomplished by capturing individual packets and looking at 
information contained in their headers or payload areas.  Because these tools must be on the 
same route as a packet in order to capture it, where they are located is an important factor in their 
use.  The best areas include on an individual machine experiencing problems or on a backbone 
router/switch configured to replicate all traffic to a specific port.  The latter position will give 
you a large sample of data from all machines using that backbone.  Connecting to an unmanaged 
switch typically won’t work without some type of ARP spoofing.  This degrades performance 
and should be avoided. 
 
Ethereal is an open source protocol analyzer available for free without any limitations.  Open 
source also means that extensive documentation for everyone from developers to end users is 
available.  Ethereal supports over 750 protocols over a wide variety of mediums including: 
Ethernet, Fiber, ATM, and Wireless.  The capture engine is based on a program called Pcap 
which uses its own capture syntax and filter to exclude packets from being captured.  On top of 
this capture engine, Ethereal has added an extensive display filter to aid troubleshooting and 
other analysis.  Users not familiar with this syntax can use the Expression Builder to build com-
plex filters quickly and easily.  Alternately filters are quickly applied by right clicking the de-
sired attribute and selecting “Apply as Filter.”  All types of filters can be concatenated or negated 
using standard “and/or” and “!” expressions respectively.  Network captures can be saved in 
various formats for future analysis by Ethereal or other programs. 
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As you can see, these two products display a great deal of power for a user. You are able to 
monitor and filter network traffic, anywhere on your network. I will show how these two prod-
ucts work as well as several others of this type such as alternatives for the expensive Visio and so 
on. CDs of these products will also be distributed. 
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